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DEPARTMENT OF HOVELAND SECURI TY
8 CFR Parts 214, 215 and 235

[ BTS 03- 01]
RIN 1651- AA54

| npl ementation of the United States Visitor and | mm grant Status
| ndi cat or Technol ogy Program (- "US-VISIT '); Biometric Requirenents

AGENCY: Border and Transportation Security Directorate, Departnent of
Honel and Security.

ACTION: Interimfinal rule wth request for comments.

SUVWMARY: The Departnent of Honel and Security (Departnent or DHS) has
established the United States Visitor and I mm grant Status |ndicator
Technol ogy Program (US-VISIT) in accordance wth several Congressional
mandates requiring that the Departnent create an integrated, autonmated
entry exit systemthat records the arrival and departure of aliens;
t hat equi pnent be deployed at all ports of entry to allow for the
verification of aliens' identities and the authentication of their
travel docunents through the conparison of bionetric identifiers; and
that the entry exit systemrecord alien arrival and departure
information fromthese bionetrically authenticated docunents. This
rul e
provi des that the Secretary of Honeland Security or his del egate may
require aliens to provide fingerprints, photographs or other bionetric
Identifiers upon arrival in or departure fromthe United States. The
arrival and departure provisions are authorized by sections 214, 215
and 235 of the Immgration and Nationality Act (INA).

The Departnment will apply this rule's requirenents only to aliens
seeking to be admtted pursuant to a noni mm grant visa who travel
t hrough designated air and sea ports. The rule exenpts: aliens
adm tted
on A-1, A2, C3 (except for attendants, servants or personal
enpl oyees
of accredited officials), G1, G2, G3, G4, NATO 1, NATO 2, NATO 3,
NATO 4, NATO- 5 or NATO 6 visas, unless the Secretary of State and the
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Secretary of Honeland Security jointly determne that a class of such
al i ens should be subject to the rule; children under the age of 14;
persons over the age of 79; classes of aliens the Secretary of

Honel and

Security and the Secretary of State jointly determ ne shall be exenpt;
and an individual alien the Secretary of Honel and Security, the
Secretary of State, or the Director of Central Intelligence determ nes
shall be exenpt. A Federal Register notice identifying the air and sea
ports where bionetrics may be collected at tine of entry and departure
has been published sinultaneously with this rule. This rule authorizes
the Secretary to establish pilot prograns for the collection of
bionmetric information at tinme of departure and at a |limted nunber of
ports of entry, to be identified through notice in the Federal

Regi ster. The bionetrics provided by the aliens wll be entered into
the automated identification system (I DENT) system which will be
Integrated with the entry exit system conponent of US-VISIT. The
alien's bionetric and other information will be checked against | aw
enforcenent and intelligence data to determ ne whether the alien is a
threat to national security or public safety, or is otherw se

I nadm ssible. An alien's failure to conply with this rule's

requi rements may result in a finding that he or she is inadmssible to
the United States, has violated the terns of his or her adm ssion and
mai nt enance of status, or is ineligible for future visas, adm ssion or
di scretionary immgration benefits. Due to hei ghtened security
concerns

related to a continued threat of terrorist acts in the United States,
the Departnent has determ ned that inmmediate i nplenentation of this
rule is necessary with request for public comments.

DATES. Interimrule effective on January 5, 2004. Witten coments
must
be submtted on or before February 4, 2004.

ADDRESSES: Witten comments nmay be submtted to Patrice Ward, Chief

| nspector, Air and Sea Exit Manager, US-VISIT, Border and
Transportation Security; Departnment of Honeland Security; 1616 North
Fort Myer Drive, 5th Floor, Arlington, VA 22209. Submtted comments
may

be inspected at 425 | St NW, Room 4034, Washi ngton, DC 20536 duri ng
regul ar busi ness hours. Arrangenents to inspect submtted coments
shoul d be made in advance by calling (202) 298-5200. Comments
submtted

wi Il be available for public inspection in accordance with the Freedom
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of Information Act, 5 U S.C 552.

FOR FURTHER | NFORMATI ON CONTACT: For US-VISIT requirenents under this
rule: Patrice Ward, Chief Inspector, Air and Sea Exit Manager, US-
VISIT, Border and Transportation Security; Departnent of Honel and
Security; 1616 North Fort Myer Drive, 5th Floor, Arlington, VA 22209,
at (202) 927-5200.

SUPPLEMENTARY | NFORVMATI ON:
What |Is the US-VISIT Progranf

The US-VISIT programis a high priority initiative of the
Departnent that is designed to i nprove overall border nmanagenent
t hrough the collection of arrival and departure information on foreign
visitors and inmm grants who travel through our nation's air, sea and
| and ports. The goals of US-VISIT are to enhance the security of the
United States, its citizens, permanent residents and visitors; to
expedite legitimate travel and trade; to ensure the integrity of the
U S immgration system and to safeguard the personal privacy of
foreign visitors and residents. By recording nore conplete arrival and

departure information, the US-VISIT programw ||l not only neet various
Congressi onal mandates for an integrated, interoperable, and automated
entry exit systemfor aliens as discussed below, but it wll also

enhance the security and safety of citizens, residents and visitors by
verifying foreign national travelers' identities through the

conpari son

of bionetric identifiers, by authenticating their travel docunents,
and

by checking their data agai nst appropriate | aw enforcenent and
intelligence systens. The terrorist attacks of Septenber 11, 2001,

hi ghl i ghted the need to i nprove national security by returning
integrity to the U S inmmgration system This requires devel opi ng
better nmethods for identifying aliens who are inadm ssible to the
country as well as those who overstay their |awful adm ssion peri ods.
At the sanme tine, the country needs procedures and systens that
facilitate legitimate travel, commerce, tourism education,

I nternational communi cation, and other benefits that flow from

wel com ng | awabiding citizens of other countries into the United
States. The US-VISIT Programwas created to help DHS neet all of these
| aw enforcenent and service goals.

What |Is the Statutory Authority for the Entry Exit System Conponent of
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the US-VISIT Program and for the Collection of Bionetric Identifiers
From Al i ens?

The principal |law that nmandates the creation of an automated entry
exit systemthat integrates electronic alien arrival and departure
information is the Immgration and Naturalization Service Data
Managenent | nprovenent Act of 2000 (DM A), Public Law 106-215 (2000),
114 Stat. 339, codified as anended at 8 U. S.C. 1365a. DM A anended
previous legislative requirenents for an entry exit systemthat would
record the arrival and departure of every alien who crosses the U S
borders. See section 110 of the Illegal Inmmgration Reform and
| nm grant Responsibility Act of 1996,

[[ Page 469]]

Div. C Public Law 104-208 (1996), 110 Stat. 3009-558, codified in
scattered sections of 8 U S.C. (later anended by DM A). DM A requires
that the entry exit systemconsist of the integration of al
aut hori zed
or required alien arrival and departure data that is maintained in
el ectronic format in Departnent of Justice (DQJ) (now DHS) or
Departnent of State (DOS) databases. 8 U S.C. 1365a. This integrated
entry exit systemnust be inplenented at all air and sea ports of
entry
by Decenber 31, 2003 using available air and sea alien arrival and
departure data as described in the statute. DM A also states that the
system nust be inplenented at the 50 nost highly trafficked |and
bor der
ports of entry by Decenber 31, 2004, and at all ports of entry by
Decenber 31, 2005 with all available electronic alien arrival and
departure information. DM A also requires DHS to use the entry exit
systemto match the avail able arrival and departure data on aliens and
to prepare and submt to Congress various reports on the nunbers of
al i ens who have overstayed their periods of adm ssion and on
I npl enmentation of the system 8 U S. C. 1365a(e). DM A authorizes the
Secretary of Honeland Security, in his discretion, to permt other
Federal, State, and local |aw enforcenent officials to have access to
the entry exit systemfor |aw enforcenent purposes. 8 U S. C. 1365a(f).
I n addition, section 217(h) of the Visa Waiver Permanent Program
Act of 2000 (VWPPA), Public Law 106-396 (2000), 114 Stat. 1637,
codified as anended at 8 U.S.C. 1187(h), requires the creation of a
systemthat contains a record of the arrival and departure of every
alien admtted under the Visa Wiiver Program (VW) who arrives and
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departs by air or sea. The requirenents of DM A effectively result in
the integration of this VW arrival/departure information into the
primary entry exit system conponent of the US-VISIT program

In late 2001 and 2002, Congress passed two additional |aws
affecting the devel opnent of the entry exit system in part, in
response to the events of Septenber 11, 2001. Section 403(c) of the
Uniting and Strengthening America by Providing Appropriate Tool s
Required to Intercept and Obstruct Terrorism (USA PATRI OT Act), Public
Law 107-56 (2001), 115 Stat. 353, codified as anended at 8 U. S.C
1379,
required the Attorney CGeneral and the Secretary of State jointly,
through the National Institute of Standards and Technol ogy (N ST), and
in consultation with the Secretary of the Treasury and ot her
appropri ate Federal |aw enforcenent and intelligence agencies, and in
consultation with Congress, to develop and certify a technol ogy
standard, including appropriate bionetric identifier standards, that
can be used to verify the identity of visa applicants and persons
seeking to enter the United States pursuant to a visa and to do
background checks on such aliens. In developing the entry exit system
required by DM A, section 414(b) of the USA PATRIOT Act directed the
Attorney General and the Secretary of State to " “particularly focus on
the utilization of bionetric technol ogy; and the devel opnent of tanper-
resi stant docunents readable at ports of entry.'' 8 U S. C 1365a note.

The legislative requirenents for bionetric identifiers to be
utilized in the context of the entry exit systemwere significantly
strengt hened wth passage of the Enhanced Border Security and Visa
Entry Reform Act of 2002 ( "Border Security Act'' or EBSVERA), Public
Law 107-173 (2002), 116 Stat. 553, codified in scattered sections of 8
U S C 302(a)(1l) of the Border Security Act states that the entry exit
system nust use the technol ogy and bionetric standards required to be
certified by section 403(c) of the USA PATRI OT Act. Section 303(b) (1)
requires that "~ "[n]o |ater than Cctober 26, 2004,'' only machi ne-
readabl e, tanper-resistant visas and other travel and entry docunents
that use bionetric identifiers may be issued to aliens by DHS and DCS.
8 US. C 1732(b)(1). This section, however, does not invalidate
unexpired travel docunents that have been issued by the U S.
gover nnent
that do not use bionetrics. Section 303(b)(1) further states that the
Secretaries of Honeland Security and State nust jointly establish
docunent authentication and bionetric identifier standards for alien
travel docunents from anong those recogni zed by donestic and
I nternational standards organizations. |d.

Section 303(b)(2) requires that "~ "[n]o later than October 26,
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2004,'"' all ports of entry nust have equi pnent and software installed
""to allow bionetric conparison and authentication of all United

St at es

visas and other travel and entry docunents issued to aliens, and
passports'' that are required to be issued by VAP countries. 8 U S. C
1732(b)(2). The current statutory |anguage al so requires that by that
sane date, VWP countries nust have a programin place to issue tanper-
resi stant, nmachi ne-readabl e, bionetric passports that conply wth

bi onmetric and docunent identifying standards established by the
International Civil Aviation Oganization (ICAO. 8 U S . C. 1732(c)(1).
The statute also states that on or after October 26, 2004, any alien
appl ying for adm ssion under the VAP nust present a passport that is
machi ne-readabl e, tanper-resistant and that uses | CAG conpli ant
bionmetric identifiers, unless the unexpired passport was issued prior
to that date. 8 U S.C. 1732(c)(2). The entry exit system nmust incl ude
a

dat abase that contains alien arrival and departure data fromthe

machi ne-readabl e vi sas, passports, and other travel and entry
docunents. 8 U.S.C. 1731(a)(2). In developing the entry exit system
the Secretaries of Honeland Security and State nust al so nake

I nteroperable all security databases relevant to maki ng determ nations
of alien admssibility. 8 U S. C 1731(a)(3).

In addition, the entry exit system conponent nust share
I nformati on
with other systens required by the Border Security Act. Section 202 of
the Border Security Act addresses requirenents for an interoperable
| aw
enforcenent and intelligence data systemand requires the integration
of all databases and data systens that process or contain infornmation
on ali ens.

The US-VISIT programrequi renents that foreign nationals provide
bionetric identifiers when they seek adm ssion to the United States
are
further supported by the Departnent's broad authority to inspect
al i ens
contained in section 235 of the INA, 8 U S.C. 1225. Pursuant to
section
215(a) of the INA, the President also has the authority to regul ate
t he
departure of aliens, as well as their arrival. President Bush has
| ssued Executive Order titled Assignnment of Functions Relating to
Arrivals In and Departures Fromthe United States delegating his
authority to pronul gate regul ati ons governi ng the departure of aliens
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fromthe United States. In accordance with section 215 and with this
new Executive Order, the Secretary of Honeland Security, with the
concurrence of the Secretary of State, has the authority to issue this
rule which requires certain aliens to provide requested bionetric
identifiers and other relevant identifying information as they depart
the United States. For nonimm grant aliens, the Departnent may al so
make conpliance with the departure procedures a condition of their
adm ssi on and mai nt enance of status while in the country under | NA,
section 214.

Many ot her provisions within the I NA al so support the
I npl enentation of the US-VISIT program such as the grounds of
Inadm ssibility in section 212, the grounds of renovability in section
237, the requirenents for the VW programin section 217, the
el ectroni c passenger mani fest requirenents in section 231,

[[ Page 470]]

and the authority for alternative inspection services in sections
286(q) and 235 of the INA and section 404 of the Border Security Act.
These are but a few of the nost significant provisions that support US-
VISIT from anong nunerous other inmgration and custons statutes.

| s DHS Meeting the Decenber 31, 2003 DM A Deadline for |nplenenting
t he
Integrated Entry Exit Systemat the Air and Sea Ports of Entry?

Yes. By integrating all the available arrival and departure data

on
aliens who arrive through the air and sea ports of entry that
currently

exists in the electronic systens of DHS and DOS and depl oyi ng the

I ntegrated system at those ports of entry, the Departnent has net the
first DM A deadline of Decenber 31, 2003. The Departnent is
acconplishing this first phase through the integration of the arrival
and departure data contained in the Advance Passenger |nformation
System (API'S) and the Arrival Departure Information System (ADS), as
wel|l as other systens related to air and sea inspections. APIS and
ADl S

I nclude the information captured from el ectroni c passenger nanifest
data received fromcarriers, informati on on VAP al i ens, and

I nformation

on visa applicants and recipients received through the DataShare
programw t h DOCS.
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What Changes Does This InterimRul e Make?

Through an anmendnent to 8 CFR 235.1(d), the Departnent may require
aliens who are arriving at United States air and sea ports of entry to
provide fingerprints, photographs, or other bionetric identifiers to
the inspecting officer. The Departnent wll collect fingerprints and
phot ographs from aliens applying for adm ssion pursuant to a
noni mm grant visa upon their arrival at air and sea ports of entry and
upon departure if they exit through certain | ocations. Departure
I nspection wll be conducted through pilot prograns at a limted
nunber
of departure ports, identified by notice in the Federal Register. The
rule exenpts: (i) Aliens admtted on A-1, A-2, C3 (except for
attendants, servants or personal enpl oyees of accredited officials), G
1, G2, G3, G4, NATO 1, NATO 2, NATO 3, NATO- 4, NATO- 5 or NATO 6
visas, unless the Secretary of State and the Secretary of Honel and
Security jointly determ ne that a class of such aliens should be
subject to the rule, (ii) children under the age of 14, (iii) persons
over the age of 79, (iv) classes of aliens the Secretary of Honel and
Security and the Secretary of State jointly determ ne shall be exenpt,
and (v) an individual alien the Secretary of Honeland Security, the
Secretary of State, or the Director of Central Intelligence determ nes
shall be exenpt. Although the bionetric requirenents in this rule wl|l
initially only apply to noni nmm grant visa-holders who travel through
designated air and sea ports, the Departnent anticipates expandi ng the
program through separate rul emaking to include other groups of aliens
and nore ports in order to eventually have the capability to verify
t he
identities of nost foreign national travelers through bionetric
conpari sons as envi sioned by the USA PATRI OI Act and the Border
Security Act.

At anmended 8 CFR 235.1(d)(ii), the rule states that failure by an
alien to provide the requested bionetrics necessary to verify his or
her identity and to authenticate travel docunments may result in a
determ nation that the alien is inadm ssible under section 212(a)(7)
of
the INA for |ack of proper docunents, or other relevant grounds in
section 212 of the Act.

New rule 8 CFR 215.8 states that the Secretary of Honel and
Security
may establish pilot prograns at up to fifteen air or sea ports of
entry, designated through notice in the Federal Register, through
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whi ch

the Secretary may require aliens who are departing fromthe United
States fromthose ports to provide fingerprints, photographs, or other
bionmetric identifiers, docunentation, and such ot her such evi dence as
may be requested to determne an alien's identity and whet her he or
she

has properly maintained his or her status while in the United States.

This rule also anends 8 CFR 214.1(a) to state that if a
nonimm grant alien is required under section 235.1(d) to provide
bionmetric identifiers, the alien's adm ssion is conditioned on
conpliance with any such requirenents. Simlarly, if the alienis
required to provide bionetrics and other information upon departure
pursuant to 8 CFR 215.8, the nonimmgrant alien's failure to conply
may
constitute a failure of the alien to maintain the terns of his or her
I mm gration status.

Finally, the rule nakes clear by anmending 8 CFR 235.1(f) that al
nonimm grant aliens will be issued the Form1-94, Arrival Departure
Record regardl ess of whether they cone through an air, sea or |and
port
of entry, unless they are otherw se exenpted fromthe 1-94
requirenent.

This anendnent clarifies that air and sea carrier passengers wll
continue to be issued |-94s which nust be surrendered upon departure
unless the 1-94 was issued for multiple entries by the alien.

What |s a ~ "Bionetric ldentifier?''

As used in this rule, a “bionetric identifier'' is a physical
characteristic or other attribute unique to an individual that can be
coll ected, stored, and used to verify the clained identity of a person
who presents hinself or herself to a border inspector. To verify
identity, a simlar physical characteristic or attribute is taken from
the person who presents hinself or herself and it is conpared agai nst
the previously collected identifier. Exanples of bionetric identifiers
I nclude, but are not limted to, the face (i.e., captured in a
phot ograph), fingerprints, hand geonetry neasurenents, handwiting
sanples, iris scans, retina scans, voice patterns, and other unique
characteristics.

Wiy Is This InterimFinal Rule Necessary and Wiy Was It Not |ssued as

a
Proposed Rul e for Notice and Comrent ?
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The Departnent has determ ned that the national security and
public
safety interests of the nation necessitate the inplenentation of this
rule as an immedi ately effective interimrule with provision for
public
comment after the effective date. The collection of bionmetrics from
foreign nationals seeking to enter or depart the United States w |
greatly enhance the Governnent's ability to identify persons who are a
threat to the public and to national security. The |onger the
Departnment delays in collecting bionetrics from visa-hol ders and
eventually other foreign nationals, the greater chance that a person
who has been previously identified as a threat to the public nmay not
be
tinmely identified through his fingerprints, photographs or other
bi ometrics and may enter the United States wthout his true identity
bei ng det ect ed.

The Departnent has further determned that this rule i s necessary
to give effect to the legislative mandates for utilization of
bi onetric
identifiers in the entry exit system conponent of the US-VISIT program
as described in the USA PATRIOT Act and the Border Security Act, as
previously discussed. Unless it collects bionetric identifiers from
t he
al i ens who present thenselves at inspection and on departure, the
Departnent woul d be unable to conpare the bionetrics associated with
the travel docunment presented (e.g., a visa) against the bearer's
characteristics or against DHS or DOS records of any previously taken
bi onetrics associated with the alien's nane. In other words,

[[ Page 471]]

t he Departnent would not be able to verify the alien's identity fully
or authenticate his docunents as envi sioned by Congress when it passed
the two | aws.

Congress has stated that "~ "no later than Cctober 26, 2004,'
bi ometrics nust be utilized with all travel and entry docunents that
DHS and DOS issue to aliens and that nmachi nes capable of verifying the
Identities of foreign travelers and authenticating their docunents
t hrough bionetrics nust be at all ports of entry. 8 U S. C. 1732(b).
The
Secretary of Honeland Security has determned that waiting until the
last mnute (i.e., Cctober 26, 2004) to begin collecting bionetrics
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and

verifying the docunents and identities of aliens who cross our borders
woul d be highly detrinental to the security of the country. Moreover,
the Departnent believes that it nmakes practical sense to inplenent the
Integrated entry exit systemwth air and sea arrival/departure data
on

foreign travelers at the sane tine as a bionetric conponent is

I ntroduced to the systemto provide the enhanced security benefits

t hat

bi ometrics wll provide to verify identity. For these reasons, the
Departnment has determned that it nust imrediately begin collecting
bi ometrics froma limted group of aliens, i.e., noninmmgrant visa

hol ders who enter through the air and sea ports, and expand to other
categories and | ocations as rapidly as possible.

The Departnent does encourage and wel cone public coments on this
rule and the manner in which it wll be inplenented. The Depart nent
will fully consider all comrents submitted by the comrent period as it
prepares a final rule and before it expands the programto other
categories of foreign nationals. See discussion of the "~ Good Cause
Exceptions'' bel ow.

What Categories of Aliens Are Affected by This Rul e?

This interimrule applies only to aliens applying for adm ssion
pursuant to a noninmm grant visa who arrive in or depart fromthe
Uni t ed
States through designated air and sea ports. The rule exenpts: (i)
Aliens admtted on A-1, A2, C3 (except for attendants, servants or
personal enpl oyees of accredited officials), G1, G2, G3, G4, NATO
1, NATO 2, NATO 3, NATO- 4, NATO-5 or NATO 6 visas, unless the
Secretary
of State and the Secretary of Honeland Security jointly determ ne that
a class of such aliens should be subject to the rule, (ii) children
under the age of 14, (iii) persons over the age of 79, (iv) classes of
aliens the Secretary of Honel and Security and the Secretary of State
jointly determ ne shall be exenpt, and (v) an individual alien the
Secretary of Honeland Security, the Secretary of State, or the
Di rector
of Central Intelligence determ nes shall be exenpt. However, as a
routine matter, only nonimm grant visa-holders wll be affected by
this
rul e.
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VWhat Bionetrics WIIl Be Collected and WII They Ever Change?

The Departnent initially plans to take a digital photograph and
t wo
fingerprints fromeach nonimmgrant alien who presents a visa at
designated air or sea ports of entry. The Departnent, however,
reserves
its right to expand the types of bionetric identifiers required in the
future where doing so will inprove the border nanagenent, nati onal
security, and public safety purposes of the entry exit system
Addi tional bionetric requirenents will be inplenented in conpliance
with section 403(c) of the USA PATRI OT Act.

How Did DHS Determ ne VWhich Bionetric ldentifiers Wuld Be Col |l ect ed
for US-VISIT Purposes?

The Departnent has chosen to collect two fingerprints and
phot ographs, in part, because they currently are |less intrusive than
other forns of bionetric collections and because the conbi nation of
these bionetric identifiers are an effective neans for verifying a
person's identity. Also, historically fingerprints and phot ographs
have
been the bionetrics of choice within the |aw enforcenent communities
and the travel industry. As the deploynent of nore conprehensive
t echnol ogi es becones feasi ble, however, the Departnent may coll ect
additional bionetric data to inprove its ability to verify the
Identity
and determine the adm ssibility of nonimm grant aliens.

As required by section 403(c) of the USA PATRI OI' Act and secti on
302(a) (1) of the Border Security Act, the Departnent of Justice and
t he
former Immgration and Naturalization Service (INS) worked cl osely
with
NI ST, DOS, other agencies and Congress to study and sel ect
fingerprints
and di gital photographs as the bionetric identifiers that wll be used
In conjunction with the entry exit system A report on the bionetric
standards sel ected was delivered to Congress in January 2003. See
" Use
of Technol ogy Standards and | nteroperabl e Dat abases wth Mchi ne-
Readabl e, Tanper-Resistant Travel Docunents,'' Report to Congress from
U. S. Departnent of Justice, U S. Departnent of State, and the Nati onal
Institute of Standards and Technol ogy (January 2003).
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How WI|l a Person's Fingerprints and Photographs Be Col | ected?

On arrival at air and sea ports of entry, inspectors will scan two
fingerprints of the foreign national with an inkless device and w ||
take a digital photograph of the person. This information, as well as
ot her information that the person provides, wll then be used to
assi st
t he border inspector in determ ning whether or not to admt the
traveler. Upon exit fromthe United States at designated air and sea
ports, the foreign national traveler will go to a work station or
ki osk
to scan his travel docunents, have his phot ograph conpared, and to
provide his fingerprints on the sane type of inkless device that is
used at entry.

What If an Individual Cannot Provide C ear Fingerprints or Photographs
or I|s Disabled in Such a Way That He or She Is Unable To Provide the
Bi onetric Information?

The Departnent will nake reasonable efforts that are al so
consistent wwth the Governnent's need to verify an alien's identity to
accommodat e any person with disabilities which prevent himor her from
conplying with the requirenents of this rule for fingerprinting,
phot ographs or other bionmetric collections. We wll follow all
required
procedures that are applicable to governnent action under the
Aneri cans
Wth Disabilities Act, codified as anended at 42 U. S.C. 12101 et seq.
and the Federal Rehabilitation Act, codified as anended at 29 U S. C
701 et seq. In cases where a satisfactory fingerprint, for exanple,
cannot be taken, the inspecting officer may accept another bionetric
identifier that will reasonably identify the person or sufficient
additional information fromthe alien fromwhich the officer can
determne the individual's identity. In sone instances where the
identity of a person wth disabilities does not appear to be truly at
I ssue, the requirenent for fingerprints or other bionetric identifier
may be waived in the discretion of the inspecting officer. The
Departnent will ensure that procedures for handling the collection of
bi onmetric information frompersons with disabilities are covered in
any
internal field guidance it may issue to inplenent this rule. In
addition, the Departnent wel cones public comrent on nethods for
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properly handling situations where persons with disabilities are not
able to provide the requested bionetrics, but that still permt the
Departnent to nake the necessary identity and admi ssibility

det er m nati ons.

[[ Page 472]]
How WIIl the Bionetric Informati on Be Used?

The fingerprints and photograph(s) of the alien wll be entered
initially into an existing systemcalled |IDENT The alien's
fingerprints
and phot ographs will be conpared against the bionetric informtion
al ready stored in IDENT to determ ne whether there is any infornmation
that would indicate the alien is an inposter or otherw se
I nadm ssi bl e.

I n addition, |DENT and the other technology associated with US-VISIT
will permt the inspecting officer to conpare the alien's fingerprints
and phot ographs with any such bionetric information previously
capt ur ed.

DOS is currently inplenenting a programon a phased-in basis for
taking fingerprints of many categories of visa applicants who have
been
approved or denied and storing those fingerprints and photographs in
| DENT. This DOS-collected bionetric information may al so be accessed
t hrough the I nteragency Border Inspection System (IBI'S) by inspectors
at the ports of entry in the United States. The inspecting officer
Wil |
be able to conpare the bionetrics associated with the person who
applied for the visa at the consular office abroad agai nst the
bi onmetrics of the person who is present at the port of entry. Once the
machi ne readers are in place at the ports of entry, this process wll
be fully automated and the visas and certain other travel docunents

w Il be capable of being scanned and conpared el ectronically. An
alien's nane, bionetric information and other identifying information
w Il also be checked against various |aw enforcenent and intelligence

data for information that may identify himor her as inadmssible to
the United States or as a threat to national security or the public
safety. In the air and sea context, nuch of the information on the
alien is already collected via the el ectronic passenger manifest
process required by section 402 of the Border Security Act, codified
as

amended at I NA, section 231; 8 U S.C 1221. Custons and Border
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Protection (CBP) officers currently have access to the passenger's
conplete nane, nationality, date of birth, citizenship, gender,
passport nunber and country of issuance, U.S. visa nunber, if
applicable, alien registration nunber, if applicable, country of
resi dence, and conplete address while in the United States. U S.

I nspectors receive the information prior to the alien's arrival

t hr ough

t he Advance Passenger |Information System (API'S) and the Arrival
Departure Information System (ADIS), and it is run against the IBIS

whi ch contains "l ookouts'' on individuals submtted by nore than 20
| aw enforcenent and intelligence agencies. Thus, by the tine the
person

gets to an air or sea port of entry, inspectors have identified aliens
that need to be scrutinized nore closely as well as aliens who may be
I nadm ssi bl e and whet her ot her | aw enforcenent agencies shoul d be
notified of any individual's presence.

Are Travel ers Who Cone Under the Visa Waiver Program (VW) Affected by
This Rul e?

At this tine, travelers who seek to enter under the VAP are not
affected by this rule. However, under current law, an alien wll not
be
admtted under the VW on or after COctober 26, 2004, w thout a nmachine-
readabl e, tanper-resistant passport that neets | CAO bionetric
st andar ds
for photographs, unless his passport is unexpired and was issued prior
to that date. 8 U S.C. 1732(c)(2). The machi nes that DHS nust have in
pl ace at all ports of entry by that sanme date will al so be capabl e of
readi ng the | CAO-conpliant bionetrics in any VW alien's passport. 8
U S C 1732(b)(2).

WIIl Canadi an or Mexican Citizens Have To Provide Bionetric
| dentifiers
When They Travel To or Fromthe United States?

This rule does not affect foreign nationals entering the U. S.
through |l and ports of entry. Aliens entering through | and ports of
entry need only neet the current requirenents in the | aw. However, the
rul e does apply to Canadi an and Mexican citizens who enter through air
and sea ports of entry as outlined below At present, the Departnent
w il not apply the bionetric collection requirenents of this rule to
t hose Canadi an citizens who travel on tenporary visits to the United
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States and who do not apply for adm ssion pursuant to a noni nm grant
visa. As usual, Canadi ans who are | awful permanent residents of the
United States nust possess a Pernmanent Resident Card (PRC) or other
evi dence of their permanent resident status; they will not, however,
be
routinely fingerprinted or photographed. The Departnent, as it al ways
has, reserves the right to require fingerprints or other identifying
i nformation fromany individual whomit has reason to believe nmay not
be who he or she cl ai ns.

Mexi cans currently nust present visas, Border Crossing Cards
(BCO),
or other appropriate evidence of their inmmgration status to enter the
United States. Since October 1, 2002, the |law has required that a
bi onmetric characteristic (e.g., face, fingerprint) of a bearer of a
BCC
must be matched agai nst the bionetric on the BCC before the bearer nmay
be admtted. See 8 CFR 212.1(c)(3). This requirenent renains
appl i cabl e
at all ports of entry. Machi nes have been depl oyed at the ports of
entry to allow for the automated conparison of the fingerprints of BCC
bearers agai nst their docunents. Under this rule and the Departnent's
first inplenmentation phase for US-VISIT bionetrics collection,
noni nm grant Mexi can visa holders will be required to provide
fingerprints and photographs if they enter or exit at the designated
ports.

VWhich United States Ports of Entry WII Be Involved in the Collection
of Bionetrics and in Verifying the Identities of Aliens and
Aut henticating Their Docunents?

The notice that is published el sewhere in this issue of the
Feder al
Regi ster identifies the airports and the seaports where noni nm grants

who apply for adm ssion pursuant to a noninmmgrant visa wll be
required to provide bionetric information at tinme of arrival and
departure. The nanes of all the affected ports of entry will not be

repeated here for the sake of brevity.

The Departnent intends to inplenent departure inspection through
pilot prograns at a limted nunber of departure ports. The Depart nent
has identified thirty departure ports as candidates at which it wll
next inplenment bionetric collection. The Departnent anticipates that,
wthin the next few nonths, it wll inplenment departure bionetric
collection at approximtely fifteen of those ports of entry. This rule
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therefore authorizes the Secretary to establish pilot prograns for
departure inspection at up to fifteen air and sea ports, to be
Identified through notice in the Federal Register.

Through those pilot prograns, the Departnment will test different
met hods to collect the required i nformation from noni nm grant aliens
as
they depart the United States through the designated ports of entry.
The Departnent is currently exploring several different nmethods and
processes, including but not l[imted to self-serve kiosks and hand-
hel d
scanners. The pilot programw || enable the Departnent to conduct a
cost benefit analysis of the different processes. The Depart nent
wel conmes coments on how to i nplenment bionetric collection at tine of
departure. After reviewng the reliability, efficiency, and cost of
those pilot prograns, and receiving comments fromthe public regarding
the departure

[[ Page 473]]

I nspection process, the Departnent will undertake new rul emaking to
allow the Secretary to expand bionetric collection to all departure
ports.

WIIl Foreign Travelers' Bionetrics Be Collected, Their ldentities
Verified, and Their Docunents Authenticated on Departure Fromthe
United States?

Yes. Aliens subject to this rule who exit through designated air
and sea ports where pilot progranms are inplenented will be required to
"“check out'' at work stations in those air and sea ports and to
provi de requested information and bionetrics. The information that a
travel er provides on departure will be verified and mat ched agai nst
any
avai l able informati on that he or she provided upon inspection and that
was stored in the systens that conprise US-VISIT. This information
Wil |
al so be used to identify persons who have overstayed their authorized
peri ods of adm ssion, to conpile the overstay reports required by
DM A,
and where applicable, considered in DOS and DHS determ nati ons on
whet her the person is eligible for future visas, adm ssion or other
di scretionary imm gration benefits.
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WI1l There Be Any Assistance for Travelers During the Exit Process?

The exit collection nechanism at special work stations or kiosks

wi Il be structured to include international instructional icons,
illustrating how the alien will submt bionetrics and travel docunents
for scanning. DHS or contract personnel wll be available, at initial

stages, to assist travelers covered by the first increnent of US-VISIT
in learning how the exit process works.

| s a Noni mm grant Visa Hol der Required To Enter or Exit Through One of
the Ports Designated for Bionetric Processing in the Federal Register
Not i ce?

Certain individuals remain subject to the National Security Entry
Exit Registration System (NSEERS) regul ations to depart through
specific ports and undergo speci al departure procedures. See 8 CFR
264.1(f)(8). The nost recent Federal Register notice listing the
NSEERS
ports of departure can be found at 68 FR 8967. This rul e does not
al ter
or anmend that |ist.

Noni mm grant visa hol ders, except those subject to NSEERS, nmay
continue to depart the United States through any port, even those
| ocations where bionetrics are not currently being collected on exit.
The Departnent recommends that any alien whomthe Secretary designates
to be covered by this rule's departure requirenents and who chooses to
depart froma location where US-VISIT departure procedures are not in
pl ace may wi sh to preserve any evidence that he or she did indeed
depart the United States. Such evidence could include a passport stanp
of adm ssion to another country or a used airline ticket show ng the
person left the United States in a tinely manner. Such information nmay
be useful to showto a consular or immgration officer in case there
IS
ever any future question about whether the alien properly left the
United States. Individuals who have an 1-94 Arrival Departure Record
that nust be surrendered upon departure should be certain to return
this formpronptly to the appropriate DHS division as required on the
formto ensure that the individual's departure will be entered into
appropriate DHS systens. In addition, the departure of individuals who
| eave on air or sea carriers that submt electronic passenger
departure
mani fests to DHS/CBP w Il be recorded in DHS systens and should hel p
to
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prove when the alien departed. However, not all carriers are currently
able to submt this information electronically. The Depart nent
recogni zes that there may be sonme interimconfusion about whether
covered foreign nationals overstayed their |ast periods of adm ssion
where there is no evidence in the US-VISIT systens of their departure.
The Departnent anticipates that as departure procedures are expanded
to

all air, sea and | and border ports, such confusion and potential for

I naccurate determ nations that a person overstayed wll be
significantly reduced.

Are There Any Additional Fees |Inposed Upon Travelers as a Result of
This Rul e?

No, there are no additional fees for travelers required by this
interimrule. DOS and DHS nmay need to adjust the fees for visas and
ot her imm gration docunents that utilize bionetrics in the future, but
the Departnents will follow all required Adm nistrative Procedure Act
(APA) procedures for notice and conment and any other applicable Iegal
requi renents if the fees change.

How Much WIl the Bionetric Coll ection Procedures Cost DHS and What |Is
t he Source of the Fundi ng?

In FY 2003, the US-VISIT program spent $190 million for the
bi ometrics portion of the program For FY 2004, the cost of
I npl enmenting the bionetric collection and verification procedures at
air and sea ports of entry and departure |ocations is anticipated to
be
approxi mately $103 million. The funds for the equi pnment and ot her
requi rements to support the bionmetric procedures cone fromthe
approxi mately $380 mi|lion that Congress appropriated in FY 2003 for
devel opnent of the entry exit system conponent of US-VISIT and from
t he
$330 mllion total appropriated for FY 2004.

VWhat May Happen If an Alien Refuses To Provide the Required Bionetric
| dentifiers at Tinme of Entry?

This rule provides that an alien who refuses to provide bionetric
I dentifiers when seeking adm ssion to the United States in order to
assi st inspectors in verifying his or her identity and authenticating
his or her travel docunents may be deened i nadm ssi bl e under | NA
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section 212(a)(7) (failure to provide appropriate docunents), or other
applicable grounds of inadm ssibility in INA section 212. For

exanpl e,

the inspector may deny adm ssion under INA section 212(a)(7) if he or
she is unable to determ ne whether the applicant is presenting a
docunment that is truly his and the inspector is unable to collect a
bionetric that can be verified against the fingerprints and
phot ogr aphs

associ ated with the docunent. The rule does not attenpt to identify
every ground of inadmssibility that nmay apply because each case may
present different circunstances that skilled inspectors are trained to
assess and adjudi cate. The rul e does not change any of the existing
criteria for inadmssibility, but allows inspectors to consider a
failure to provide requested bionetric identifiers as a factor in
their

adm ssibility determnations. In sonme circunstances, such as an

I ndi vi dual who cannot physically provide clear fingerprints, a failure
to do so will not necessarily result in an inadmssibility

determ nati on, provided that the inspector is otherw se satisfied that
the person is who he clains to be and has appropriate authorization to
enter the country. This rule also anends 8 CFR 214.1(a) to state that
If a nonimmgrant alien is required under 8 CFR 235.1(d) to provide
bionetric identifiers, the alien's adm ssion is conditioned on
conpliance with any such requirenents.

What May Happen If an Alien Fails To Provide the Required Bionetric
|dentifiers at the Tine of Departure Fromthe United States?

An alien who fails to conply with the departure requirenments nay
be
found in violation of the terns of his or her adm ssion, parole, or
other immgration status. This rule states that an alien who is
cover ed
by the requirenents to

[[ Page 474]]

provi de bionetrics on departure at new 8 CFR 215.8 nmay be found to
have

overstayed the period of his or her last admssion if the available
evi dence indicates that he or she did not | eave the United States when
required to do so. A determnation that the alien previously
over st ayed
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may result in a finding of inadmssibility for accruing prior unlawf ul
presence in the United States under section 212(a)(9) of the INA

provi ded that the accrued unlawful tinme and other prerequisites of

t hat

statute are net, or that the alien is otherwise ineligible for a visa
or other authorization to reenter the United States. An overstay
finding could also trigger consequences for a noninmm grant visa hol der
under section 222(g) of the INA If the person is deened to have
overstayed his authorized period of adm ssion, his visa (including a
multiple entry visa) would be deened void under section 222(g).
Section

222(g) further states that where a visa is void because the alien
overstayed, he or she is ineligible to be readmtted to the United
States as a noni nm grant except on another visa issued in the consul ar
office located in the country of the alien's nationality, or where
there is no DOS office in the country, in such other consular office
as

the Secretary of State shall specify. The requirenent of obtaining a
new visa fromthe consular office in the country of the alien's
nationality may be wai ved where extraordi nary circunstances are found.
8 U S. C 1202(9).

The Departnent intends to focus its enforcenent of departure
requirenents in this rule on cases where the alien willfully and
unreasonably fails to conply with this regulation. The rule provides
that an alien's failure to follow the departure procedures may be
considered by an imm gration or consular officer in making a
di scretionary deci sion on whether to approve or deny the alien's
application for a future immgration benefit. The rul e does not,
however, state that an alien's failure to conply with departure

procedures in every instance will necessarily result in a denial of a
future visa, adm ssion or other immagration benefit. For exanple, no
alien will be penalized for failing to provide bionetrics on departure

where the Departnent has not yet inplenented the departure facilities
or procedures at the specific port where the person chooses to depart.
There may well be instances where a consular officer or inspector, in
his or her discretion and after reviewng the totality of the

ci rcunstances, determnes that an alien's previous failure to conply
wth the departure procedures does not result in a finding of

Inadm ssibility or the denial of an inmgration benefit.

WIIl Bionmetric Collection Create Inspection Delays at Ports of Entry
and Departure?
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The Departnent is aware of this concern and is taking all possible
steps to prevent congestion and delays in inmmgration and custons
processing at the ports of entry and the departure |ocations. On
entry,
the Departnent anticipates that an average of only 15 additi onal
seconds per noninm grant visa holder wll be needed to conplete
processing as a result of the added bionetric procedures. The
Departnent arrived at this estimate after piloting the process on a
voluntary conpliance basis at Atlanta's Hartsfield International
Airport. Individuals who are not required to provide bionetrics at
this
time (e.g., US. citizens, permanent residents, persons not required
to
have visas) may be routed through separate processing lines at the air
and seaports so as to further alleviate congestion. |ndividuals who
require nore in depth scrutiny will, as usual, be taken to secondary
I nspection areas so as not to delay primary i nspection processing for
ot her travelers. The Departnent does not believe that significant
delays wll occur at the air and sea ports as a result of the new
bi ometric collection and verification procedures. The Depart nent
further believes that the limted departure processing at the air and
sea ports can be accommpdated within the pre-boarding tine period that
carriers currently recommend travel ers all ow before their schedul ed
departure and that their travel should not be del ayed.

Wil e the Departnent does not anticipate |longer wait tinmes at
ports
of entry due to US-VISIT processing, a nunber of mtigation strategies
have been devel oped, not unli ke those already available to CBP under
ot her conditions which result in backups. However, as the US-VISIT
program expands, the Departnment wll continually reassess the issue of
del ays to reduce any negative effects.

WIIl Legitimte Travel, Comrerce, and Tourism Be Negatively Affected

by
Thi s Rul e?

As noted above, the Departnent does not believe that inmgration
and custons processing wll be significantly delayed at the ports of
entry or the departure |locations. The Departnent believes that over
time, the US-VISIT systemw || facilitate travel for those with
bi onetricall y-enhanced travel docunents and others for whomthe system
contains travel records. Public comments are invited on ways that
del ays and negative effects on travel, trade, commerce, tourism and
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ot her desired aspects of inmmgration can be alleviated or m nim zed.

Are United States Citizens and Lawful Permanent Residents Required To
Provide Bionetric Identifiers?

No, United States citizens and | awful permanent residents wll not
be required to provide bionetric identifiers under this rule. U S.
citizens nust continue to present passports as required by 22 CFR 53,
unl ess an exception under that regul ation applies. Lawful permnent
residents nust present docunents evidencing their status as descri bed
in 8 CFR 211.

WIlIl O her Countries Inpose Simlar Bionetric Requirenents on United
States Citizens?

Each country maintains the right to establish its own procedures
and requirenents for entry by foreign visitors. The Departnent, in
coordination with DOS, wll work with other governnents that wish to
Institute prograns of bionetric identification in order to ensure that
they are fair, efficient, accurate and no nore intrusive than
necessary.

WIl Any Visa-Hol ders Be Exenpt Fromthe Fingerprinting and
Phot ogr aphi ng Requi renments of This Rul e?

The rul e exenpts: (i) Aliens admtted on A-1, A-2, C3 (except for
attendants, servants or personal enpl oyees of accredited officials), G
1, G2, G3, G4, NATO 1, NATO 2, NATO 3, NATO- 4, NATO- 5 or NATO 6
visas, unless the Secretary of State and the Secretary of Honel and
Security jointly determ ne that a class of such aliens should be
subject to the rule, (ii) children under the age of 14, (iii) persons
over the age of 79, (iv) classes of aliens the Secretary of Honel and
Security and the Secretary of State jointly determ ne shall be exenpt,
and (v) an individual alien the Secretary of Honeland Security, the
Secretary of State, or the Director of Central Intelligence determ nes
shall be exenpt. An imm gration inspector retains discretion to
col | ect
an alien's bionetrics if, in the inspector's discretion, such action
IS
necessary to determ ne the exact age of the alien and whether he or
she
Is exenpt fromthe requirenents of this rule.
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W11l O her Noninmgrants for Whom Ten-Print Fingerprinting for

Regi strati on Purposes Has Been Waived by Existing Regul ati ons be
Required to Provide Two-Print Fingerprints and a Photograph Under This
Rul e Governing ldentity Verification on Arrival and Departure Fromthe
United States?

The Departnent has determ ned that nost noni mm grant visa-hol ders
for whomten-print fingerprinting has been waived for registration
pur poses under 8 CFR 264. 1(e)(1-2) nust nevertheless conply with the
requi rements of this interimrule for the collection of bionetrics
(two
fingerprints and a photograph) for purposes of entry and exit
I nspection. This includes nonimmgrants who are in the United States
for less than one year, as well as noninm grants who are citizens of
countries that do not fingerprint U S. citizens who tenporarily reside
In their countries.

The ten-print fingerprinting that has been waived for these
categories of noninmm grants under 8 CFR 264.1(e) (1-2) is done for
pur poses of alien registration under INA sections 262-266 and is not
the sane as the collection of two fingerprints and a photograph for
identity verification and docunent authentication at arrival and
departure inspection that is required under this interimrule. The
bi onmetric collections for arrival and departure inspection purposes
are
aut hori zed instead by INA, section 235, 214, 215, and are further
supported by the mandates for bionetrics in section 303 of the Border
Security Act and sections 403(c) and 414 of the USA PATRI OT Act.

DHS believes that the national security of the country, public
safety and the integrity of the inmmgration system necessitate
requi ring nost noni nmgrant visa holders to provide fingerprints and
phot ographs for identity checks, |aw enforcenent background checks,
and
determ nations of adm ssibility.

Do the Requirenents for the Collection of Bionetric ldentifiers

Viol ate

the Statutory "~ No New Docunents or Data Collection'' Prohibition in
t he DM A?

No, the Departnent has determned that there is no conflict
bet ween
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this rule and DM A. DM A does state that ~"[nJothing in this section
[codified at 8 U . S.C. 1365a] nay be construed " "to permt the

[ Secretary of Honel and Security] or the Secretary of State to inpose
any new docunentary or data collection requirenments on any person in
order to satisfy the requirenents of this section * * * '' 8 U S. C
1365a(c)(1). However, the provision in DMA that imediately follows

t hat subsection states that "~ "[n]Jothing in this section shall be
construed to reduce or curtail any authority of the [Secretary of

Honmel and Security] or the Secretary of State under any other provision
of law.'' 8 U S. C. 1365a(c)(2)(enphasis added). The bionetric

requi rements of this interimrule are supported by statutory authority
outside of the four corners of DM A and thus fall within DM A" s own
""no reduction of authority'' provision. Mst inportantly, Congress
has

expressly stated in sections 403(c) and 414 of the USA PATRI OT Act and
sections 302-303 of the Border Security Act, |aws passed after DM A
and

after the terrorist attacks on Septenber 11, 2001, that DHS and DOS
should " “particularly focus on the utilization of bionetric

technol ogy'' in developing the entry exit system that alien

I dentities

be verified through bionmetric conparisons based on certified bionetric
st andards devel oped through NI ST; that travel and entry docunents
Issued to aliens utilize bionetrics; and that those docunents be

aut henti cated by machi ne-readers at ports of entry that will capture
information on the aliens' arrival and departure for inclusion in the
entry exit system In addition, this rule is supported by other
authority in sections 214, 215 and 235 of the INA, which has not been
curtailed or reduced by DM A For these reasons, this rule does not
violate the proscription agai nst new docunentary or data collections
in

DM A.

VWhat Persons or Entities WI|l Have Access to the Bionetric and O her
| nformati on Col |l ected on Aliens Under the US-VISIT Progranf

The bionetric and other information available in IDENT, APIS, AD T
and the other systens associated with the US-VISIT programw || be
avail able to CBP officers at ports of entry, special agents in the
Bureau of Inmmgration and Custons Enforcenent (ICE), adjudications
staff at U S. Ctizenship and Inmgration Services (USCI'S), to DCS
consul ar officers and other staff involved with the adjudication of
visa applications at overseas posts, and to other DHS, BTS, ICE, CS,
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CBP, appropriate officers of the United States Intelligence Comunity,
and DOS personnel and attorneys when needed for the performance of
their duties. Oher enployees and divisions of DHS, such as the
Transportation Security Adm nistration (TSA), may al so have access to
the bionetric and other information on aliens. In addition, section
414(c) of the USA PATRI OT Act directs that the information in the
entry

exit system conponent of the US-VISIT program nust be available to

ot her federal |aw enforcenent officers, such as agents of the Federal
Bureau of Investigation (FBI), through systeminterfaces or other

t echnol ogy nmeans for purposes of identifying and detaining individuals
who are threats to United States national security. The Secretary of
Honel and Security, in his discretion, may al so nmake the information
available to State and | ocal | aw enforcenent agencies, to assist them
In carrying out their |aw enforcenent responsibilities. See 8 U S. C
1365a(f); see also 8 U S.C. 1722(a)(5). The Departnent wll only share
bi ometric infornmation with other foreign governnents where pernmtted
by

| aw and necessary for intelligence and | aw enforcenent interests
consistent with United States interests.

How WII| DHS Protect the Bionetric and O her Information Provided by
Foreign Travel ers and Ensure That Their Privacy Interests Are Not
Vi ol at ed?

US-VISIT records will be protected consistent with all applicable
privacy |aws and regul ati ons. Personal information will be kept secure
and confidential and will not be discussed with, nor disclosed to, any

person within or outside the US-VISIT program ot her than as authori zed
by law and as required for the performance of official duties. In

addi tion, careful safeguards, including appropriate security controls,
wll ensure that the data is not used or accessed inproperly. The DHS
Chief Privacy Oficer will review pertinent aspects of the programto
ensure that these proper safeguards and security controls are in

pl ace.

The information will also be protected in accordance with the
Departnent's published privacy policy for US-VISIT.
The Departnent's Privacy Ofice wll exercise oversight of the US-

VISIT programto ensure that the information collected and stored in

| DENT and ot her systens associated with US-VISIT is being properly
protected under the privacy |aws and guidance. US-VISIT will al so have
iIts own Privacy Oficer to handle specific inquiries and to provide
addi ti onal oversight of the program
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Finally, the Departnent will maintain secure conputer systens that

w Il ensure that the confidentiality of individuals' personal
information is maintained. In doing so, the Departnent and its
I nformati on technol ogy personnel wll conply with all [aws and

regul ati ons governi ng governnment systens, such as the Federal

| nformati on Security Managenent Act of 2002, Title X, Public Law 107-
296, 116 Stat. 2259-2273 (2002) (codified in scattered sections of 6,
10, 15, 40, and
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44 U. S.C.); Information Managenent Technol ogy Reform Act (d i nger-
Cohen

Act), Public Law 104-106, Div. E, codified at 40 U S.C. 11101 et seq.;
Conputer Security Act of 1987, Public Law 100-235, 40 U . S. C. 1441 et
seq. (as anended); Governnent Paperwork Elimnation Act, Title XVII,
Public Law 105-277, 112 Stat. 2681-749--2681-751 (1998) (codified, as
anmended, at 44 U S. C. 101; 3504 note); and El ectronic Freedom of

| nformati on Act of 1996, Public Law 104-231, 110 Stat. 3048 (1996)
(codified, as anended, at 5 U S.C. 552.)

How Is the US-VISIT Program D fferent Fromthe National Security Entry
Exit Registration System (NSEERS) Program and Are Any Aspects of
NSEERS

Conti nued Under US-VISIT?

Foreign nationals who are subject to the US-VISIT bionetric
collection requirenents of this rule are only required to follow the
specified procedures on entry and exit where the Departnent has
I npl enented the procedures and publicly announced them as it has with
respect to noninm grant visa-holders who travel through designated air
and sea ports. Certain aliens whose presence in the United States
warrants nmonitoring for national security or |aw enforcenent reasons
remai n subject to the NSEERS special registration procedures at 8 CFR
264.1(f) and its inplenenting notices. See 68 FR 67578. The speci al
entry and exit registration procedures under NSEERS wi || neet the
requi renents of this US-VISIT rule for entry and exit inspection for
persons who are al so subject to NSEERS.

Under the original NSEERS program special registrants had to
conply wth both arrival and departure requirenents for bionetrics
coll ection and additional questioning, and also with a requirenent to
re-regi ster after 30 days and on an annual basis. The mandat ory 30-day
and annual re-registrations were suspended on Decenber 2, 2003. See 68
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FR 67578. In addition, when the NSEERS program began, it included a
requi rement that foreign nationals from NSEERS-del i neated countries
already in the United States conply with a donestic or " call-up’
registration. The " “call-up'' conponent has expired. Neither the re-
registration or "~ “call-up'' registration is relevant to the US-VISIT
programat this tine.

However, noninmm grants subject to NSEERS and to this US-VISIT rule
who do not conply with the procedures for fingerprinting and
phot ographing run simlar risks that they could be deened ineligible
for future visas, adm ssion or other discretionary inmmgration
benefits. Conpliance with this rule, as with the NSEERS regul ati ons,
S
deened a condition of a nonimmgrant's adm ssion and mai nt enance of
status for purposes of INA section 214. The information that NSEERS
aliens provide on arrival and departure is kept in | DENT and a speci al
NSEERS systemthat will be integrated with all of the other foreign
national arrival and departure data that are required to be kept in
t he
entry exit system conponent of US-VISIT,.

WIIl the Public Be Permtted To Comment on This Rule and Its
| npl enent ati on?

Yes. The Departnent wel cones and encourages the public to conment
on all aspects of this rule and its inplenentation, as well as other
aspects of the US-VISIT programthat nay not be covered by the rule
itself. We will consider all coments carefully and antici pate that
many of themw ||l help us to inprove the program The Departnent is
particularly interested in cooments on the clarity of this rule and
how
It may be nmade easier to understand; nethods for neeting the US-VISIT
program goal s; nmeans to conmuni cate the procedures to the public,
I ncl udi ng any expansions in the application of this rule; ways to
reduce any potentially negative effects of the rule on legitimte
travel, trade and tourism wuses for the bionetric information to be
col l ected; privacy protections for the information; nethods for
ensuring accuracy of the information coll ected; procedures for
situations where persons with disabilities cannot provide the
request ed
bionetric identifiers; and ways to enhance national security and
public
safety interests.

Menbers of the public nmay also wish to follow the activities and

http://a257.g.akamaitech.net/7/257/2422/14mar20010800/edocket.access.gpo.gov/2004/03-32331.htm (29 of 47)4/26/2004 10:46:11 AM



FR Doc 03-32331

reconmmendati ons of the congressionally-mndated DM A Task Force
t hr ough

its Wb site at http://uscis.gov/graphics/shared/ | awenfor/bmgnt/
I nspect/dm a. ht m

The DM A Task Force, which is conprised of 17 public

and private representatives fromgovernnent, industry, tourism air
and

sea carriers, and other areas, nakes regular reports on its
recommendati ons for the entry exit system conponent of US-VISIT, and
these reports are transmtted to Congress by the Secretary of Honel and
Security in accordance with 8 U . S.C. 1365a(g). The DM A Task Force
al so

wel cones regul ar public comrents. In addition, nenbers of the public
may keep up to date on the progress of the US-VISIT programthrough
t he

DHS Wb site at http://ww.dhs. gov/us-visit.

Good Cause Exceptions for Inplenmentation of InterimFinal Rule

| mpl enentation of this rule as an interimfinal rule with a
request
for post-effective date public conments is based upon the " good
cause'' exceptions found at 5 U S. C. 553(b)(3)(B) and (d)(3). Pursuant
to the provisions of 5 U S.C. 553(b)(3)(B), the Departnent has
determ ned that delaying inplenentation of this rule to await public
noti ce and comment is unnecessary, as well as contrary to the public
I nterest and the national security of the nation. It is in the public
Interest and furthers our national security to inplenment requirenents
I mediately that will allow for the collection and conpari son of
bi onetrics of aliens seeking adm ssion in to the United States. These
requi renments will greatly enhance the ability of the Departnent to
confirmthe identities of nonimmgrant aliens seeking adm ssion into
the United States, and will allow for inproved bionetrics-based
searches of watch lists, including | aw enforcenent and intelligence
dat a bases containing informati on on known and suspected terrorists.
Such tools will increase the border security of the United States by
hel ping DHS officers to identify persons who pose a threat to the
nati on. Before further expansion of the rule's inplenentation to nore
categories of aliens, the Departnment anticipates that it will have
sufficient opportunity to consider the public comments generated by
this interimrule, as well as to publish a final rule. For the sane
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reasons, pursuant to the provisions of 5 U S.C. 553(d)(3), the
Departnent finds that there is good cause for nmaking the rule

I medi ately effective. Therefore this rule is imediately effective
upon publication in the Federal Register. Although the Departnent has
determ ned that pre-effective date public notice and comment woul d be
contrary to national security and public safety, the Departnent
strongly encourages the public to coment on the provisions of this
rule so that such comments may be carefully considered in the drafting
of a final rule.

Executive Order 12866

Executive Order 12866, "~ Regulatory Pl anning and Review' (58 FR
51735, Cctober 4, 1993), requires a determnation as to whether a
regulatory action is ~“significant'' and therefore subject to review
by
the O fice of Managenent and Budget (OMB) and to the requirenents of
the Executive Order. The Departnent has determned that this rule is a
““significant regulatory action'' under Executive Order 12866,
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section 3(f) because there is significant public interest in security
I ssues. Accordingly, this rule has been reviewed and approved by the
OVB.

The Departnent has perforned a prelimnary analysis of the
expect ed
costs and benefits of this interimfinal rule. The antici pated
benefits
of the rule include: (1) Inproved bionetric identification of foreign
nati onal travelers who may present threats to public safety and the
nati onal security of the United States; (2) enhancenent of the
Governnent's ability to match an alien's fingerprints and phot ographs
to other I aw enforcenent or intelligence data associated with
I denti cal
bi onetrics; (3) inproved identification of individuals who may be
I nadm ssible to the United States; (4) inproved cooperation across
i nternational, Federal, State, and | ocal agencies through better
access
to data on foreign nationals; (5) facilitation of legitimte travel
and
commerce by inproving the tineliness and accuracy of the determ nation
of a traveler's immagration status or his or her inadmssibility; (6)
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ensuring the integrity of the United States imm grati on systemthrough
enhanced enforcenent of immgration |Iaws, including collection of nore
conpl ete arrival and departure data on aliens; and (7) reductions in
fraud, undetected inposters and identity theft.

The costs associated with inplenentation of this rule for
noni nm grant visa holders at air and sea ports of entry include an
I ncrease of approximately 15 seconds in inspection processing tinme per
noni nm grant vi sa hol der over the current approximtely one m nute. By
Decenber 31, 2004, approximately 24 mllion noni mm grant visa hol ders
are anticipated to be affected at air and sea ports. This nunber is
conprised of approximately 19.3 mllion air travelers and
approxi mately
4.5 mllion sea travelers. The limted 15 second tine increase is not
anticipated to delay significantly the overall processing of air and
sea passengers because persons not required to provide bionetrics
(e.g., US citizens, |awful permanent residents, and vi sa-exenpt
noni mm grants) may be routed through different inspection |ines,

t hereby easing any inpact of the bionetrics collection process. Wile
t he Departnent does not anticipate |onger wait tines at ports of entry
due to US-VISIT processing, a nunber of mtigation strategies have
been

devel oped, not unlike those already available to CBP under ot her
conditions which result in backups. The additional costs to the
Governnent and the taxpayers of inplenenting the requirenents of this
rule for the pilot period are estinated to be $28.5 nillion for FY
2004. These costs include operation and nmai ntenance for the entry
program for three nonths and the cost of developing ten to fifteen
exit

sites. The Departnent believes that the costs descri bed above are
out wei ghed by the benefits of the rule's bionetric requirenents for

I mm gration enforcenent and the potential reduction in threats to
nati onal security and public safety. The Departnent will continually
assess its procedures to ensure that any negative effects on
legitimate

travel, commerce and | aw abiding foreign visitors and pernanent
residents wll be mnimzed.

The Departnent conducted anal yses for both the entry and exit
conponents. Based on those anal yses, the Departnent determ ned which
alternatives were best suited for this initial increnment of the
program

Entry
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Benefits: The goals and benefits of this rule have been defined as:

[ sbulI] Enhance National Security by (1) preventing entry of high-
threat or inadm ssible nonimm grant aliens through inproved and/ or
advanced access to data prior to the nonimnmgrant's arrival; (2)
reduci ng threat of terrorist attack and illegal inmmgration through
I nproved identification of national security threats and i nadm ssible
aliens; and (3) inproving cooperation across federal, state and | ocal
agenci es through inproved access to noninm grant alien data.

[sbull] Facilitate legitimate trade and travel through (1)
I npr oved
facilitation of legitimte travel and comrerce by inproved tineliness
and accuracy of determ nation of nonimm grant traveler status; and (2)
I nproved accuracy and tineliness of the determ nati on of noni mm grant
alien's inadmssibility.

[sbul ] Ensure integrity of our inmmgration systemthrough (1)
I nproved enforcenent of immgration [ aws through inproved data
accuracy
and conpl eteness; (2) reduction in nonimmgrant aliens remaining in
t he
country under unaut horized circunstances; and (3) utilization of
existing IT systens (no new systens) and enhancing i nfornmation
exchanges with federal, state, and |ocal |aw enforcenent and
intelligence communities.

[sbull] Deploy the Programin accordance with existing privacy
| aws
and poli ci es.

| npact

The inpact this rule on the traveling public has been neasured by
(1) the nunmber of foreign national travelers affected, (2) the
expect ed
average processing tinme, (3) travelers which are not affected, (4) the
effects on the ability of airlines to off-|1oad passengers and assi st
them through inm gration processing, and (5) the additional costs to
the traveling public. The nunber of foreign national travelers
af fect ed
by i nplenmentation of this regulation will be approximately 3 mllion
noni mm grant visa travel ers.

This rule will affect only all travelers who apply for adm ssion
or
are admtted pursuant to a noninm grant visa, subject to the
exenpti ons
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outlined in this preanble and the codified text of the rule.
Addi tionally, where possible and practical, aliens subject to this
rul e

w il be routed through separate |ines. Overall, the processing tine
for

aliens subject to this rule will not inpact significantly the
processing tinme for the traveling public. There will be little effect

on the airlines' abilities to off-|load passengers and get these
travel ers processed through immgration resulting frominpl enentation
of this rule. Mdireover, there will be no additional costs to the
traveling public, airlines or airports resulting fromthe
I npl enmentation of this rule.

The expected average processing tine per person for whom
bi onetrics
wi |l be taken is approximately one mnute and fifteen seconds at
entry.
This conpares to one mnute for travel ers not being processed through
the bionetric requirenents of US-VISIT. The average processing tine
upon exit is approximtely one mnute. DHS does not anticipate
significant delays in processing on arrival or departure for the
traveling public.

Cost Benefit Analysis
Entry

A Cost Benefit Analysis (CBA) was conpleted in February 2003 and
w Il be updated in February 2004. This update wll incorporate |essons
| ear ned about any benefits recognized fromthe initial operating
capability provided by Increnment 1, inplenented pursuant to this rule.

Increnment 1, Full Air and Sea and Limted Land Performance with
Bi ographic and Bionetric Capabilities, delivers air and sea entry
capabilities, constrai ned by budgetary resources, in accordance wth
the law and on tine. O her alternatives that were exam ned were (1)
Ful | Operating Capability with Unlimted Budgetary Resources, (2) Ful
Air and Sea wth Biographic Capabilities Only, and (3) Air and Sea
Entry and Exit Capabilities Constrai ned by Budgetary Resources. This
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al ternative was chosen, because it provides the best capabilities

within the funding constraints. Additionally, it was sel ected because
It
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1. Inplenments Increnment 1 capability to air and sea PCEs within
t he
statutory timefrane;

2. Delivers biographic to all primary points of inspection and
bi onmetric data to all secondary POEs points of inspection;

3. Meets budgetary constraints; and

4. |Is nore desirable because the data collection includes both
bi ographi ¢ and bionetric data collection that provides for a nore
t horough identity review than bi ographic data al one.

Exi t

The US-VISIT Program w shes to pilot alternative informtion
coll ection systens at selected air and seaports in FY 2004. Three
al ternative systens have been:

[sbull] Alternative 1

Gate Solution: Staffing and equi pnrent would be | ocated at all
i nternati onal departure gates. The estinmated costs include $43 mllion
for inplenmentation plus $72 nmillion annually for system mai ntenance
I ncludi ng 1, 350 addi ti onal TSA enpl oyees.

[sbull] Alternative 2

Checkpoint Solution: Staffing and equi pnment | ocated at airport
security checkpoints (746 nationwi de). The estimated costs include $62
mllion for inplenentation plus $109 mllion for system naintenance,

i ncluding 1,800 TSA enpl oyees.

[sbull] Alternative 3

Wor kst ati on (Ki osk) Solution: Equi pnent and contractors to provide
travel ers assistance |ocated in departure areas after the security
checkpoint. The estimated costs include $22 mllion for inplenmentation
plus $37 mllion for system mai ntenance including contractor costs.

Alternative 3, Wrkstation (Kiosk) Solution, was selected as the
initial pilot because it was significantly nore cost effective than
t he
ot her two, was | ess manpower intensive, and elimnated the ngjor
concerns of airlines and airport authorities about boardi ng processes
and tinme issues at gates.
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